CLINIQUE MEDICALE DORVAL

PRIVACY POLICY

This privacy policy (hereinafter the “Policy”) outlines how Clinique Médicale Dorval collects,
uses, discloses, retains, and destroys your personal information. For ease of reading, we
occasionally use “we” or “the clinic” in this Policy.

We may provide you with additional information about how your personal information is handled,
in some cases, at the time it is collected. We may also obtain your specific consent in certain
cases regarding the collection, use, disclosure, and retention of your personal information.

This Policy applies to personal information we collect in any manner, for example, in person, by
phone, or through our website.

By accepting this Policy or providing us with personal information after having had the
opportunity to review the Policy or any supplemental notice, you agree that your personal
information will be processed in accordance with the Policy and the supplemental notice.

1. ABOUT US

Here is our full contact information:

Clinique Médicale Dorval

204-352 Dorval Avenue, Dorval, Quebec, Canada, H9S 3HS8

Feel free to contact our Privacy Officer, our administrative assistant, with any questions or
comments about the Policy, how we handle your personal information, or to exercise your rights
regarding your personal data.

You can reach our Privacy Officer by email at:
cliniquedorval@outlook.com
or by mail at the above address.

Within Clinique Médicale Dorval, roles and responsibilities are as follows:

Under the authority of the clinic operators, the administrative assistant ensures that personal
information protection rules are implemented in the clinic and understood by all staff.

We raise awareness among our staff and professionals about the importance of protecting
personal information, notably through resources from the College des médecins du Québec, the
Commission d’accés a I'information du Québec, and certain medical associations.

2. IMPORTANT DEFINITIONS



In this Policy, the following terms are defined as:
“Confidentiality Incident”

1. Unauthorized access to personal information;
2. Unauthorized use of personal information;
3. Unauthorized disclosure of personal information;

4. Loss or any breach of protection of personal information.

“Personal information” means any information about a natural person that allows, directly or
indirectly, that person to be identified.

3. HOW WE HANDLE YOUR PERSONAL INFORMATION

How do we collect your personal information?

Mainly through RAMQ registration forms, our electronic medical records, the family doctor
access portal, the population access portal, the Québec Health Record, and Logibec (for data
from institutions), as well as by phone.

What personal information do we collect?
Personal contact information, health insurance card, health-related information.
For our staff: contact information, and data required by labor and tax laws.

From whom do we collect your personal information?
Directly from you, from the access portals (family doctor and population), from the Québec
Health Record, from RAMQ, and from the healthcare network institutions.

Why do we collect your personal information?
To provide you with health services.
For our staff: to hire and pay them.

What happens if you don’t consent to the collection of your personal information?
We will not be able to provide you with health services or hire you.

How do we share your personal information with third parties?

Through our electronic medical records, the Québec Health Record, Logibec, and our billing
agency for RAMQ.

For employees: as required by government authorities.



Who has access to your personal information?

Physicians, health professionals loaned by the CISSS, consulting health professionals, nurses,
secretaries — strictly for performing their duties.

For employees: clinic management and those responsible for HR and accounting — again,
strictly within their roles.

How long do we keep your personal information?

As long as the doctor-patient relationship exists, in accordance with the law and the College
des médecins du Québec.

For employees: as long as the employment relationship lasts and in accordance with applicable
HR and privacy laws.

What are the risks related to the handling of your personal information?
Confidentiality incidents, as defined earlier.

Where do we store your personal information?

In the electronic medical records system approved by the Ministry of Health and Social
Services.

Billing data is stored with our billing agency system.

Employee data is stored in secured digital HR systems, payroll service providers, and locked
file cabinets.

4. WHAT TECHNOLOGICAL PRODUCTS DO WE USE?

Software Name Provider Purpose Update Schedule

Medesync Telus Patient records Managed by the
provider

Cloud Telephony Info-télécom Phone calls Managed by the
provider

Xacte Diane Legault  Electronic billing  Managed by Xacte

Facturation.net Facturation.ne Billing Managed by the

t provider

FMOQ Funds FMOQ Funds  Billing Managed by the

provider

5. SECURITY MEASURES AND INHERENT RISKS



We follow security standards in our field to protect the personal information we collect and
receive. Specifically, we implement appropriate physical, technical, IT, and administrative
safeguards to protect your personal information from confidentiality incidents.

Despite these measures, given the inherent risks of using IT systems, we cannot ensure or
guarantee the absolute security and confidentiality of the information you transmit to us. You do
so at your own risk. If you suspect that your personal information has been compromised,
please contact us using the information in section 1 of this Policy.

6. HOW AND UNDER WHAT CONDITIONS WILL WE DISCLOSE YOUR PERSONAL
INFORMATION FOR PUBLIC SAFETY OR LEGAL PURPOSES?

6.1 In cases of serious risk of death or injury

We may disclose personal information in our possession to protect an individual or group when
there is reasonable cause to believe that a serious risk of death or serious injury — including
disappearance, violence, or attempted suicide — threatens that person or group and that the
nature of the threat creates a sense of urgency.

Only the information necessary for the intended purpose will be disclosed to the person(s) at
risk, their representative, or someone in a position to help.

6.2 Law enforcement

We may also disclose information to the Director of Criminal and Penal Prosecutions or to an
agency responsible for preventing, detecting, or repressing crime when the information is
necessary for legal proceedings under applicable Québec laws.

We may also disclose information to police authorities when it is necessary for planning or
carrying out interventions tailored to the individual or situation, in these cases:

1. The police are acting at our request to assist with services we are providing;

2. We are collaborating or partnering with the police in mixed psychosocial and policing
interventions.

7.1S YOUR PERSONAL INFORMATION TRANSFERRED OUTSIDE QUEBEC?

We may transfer your personal information to service providers we use in our operations. Your
data may be transferred outside Québec, for example to the cloud, to ensure data redundancy
and integrity.



8. WHAT ARE YOUR RIGHTS REGARDING YOUR PERSONAL INFORMATION?

You have several rights under the law concerning your personal information, including:

Access: The right to ask whether we hold personal information about you and, if so, to
access it.

Rectification: The right to request correction of any incomplete or inaccurate information
we hold.

Withdrawal of consent: The right to withdraw your consent for us to use or disclose
your information. However, this may mean we cannot continue to offer you health
services or employment.

Restriction or refusal of access: The right to restrict certain individuals or categories of
individuals from accessing specific personal information you identify.

Complaint: The right to file a complaint with our Privacy Officer (see section 1) or with
the Commission d’accés a l'information du Québec if you believe a privacy law has been
violated. To file with the Commission, use the form here: cai.gouv.qc.ca - For Citizens

Portability: The right to receive your personal information or have it transferred to
another organization in a commonly used, structured technological format.

To exercise these rights, contact our Privacy Officer using the methods described in section 1 of
this Policy.

9. HOW DO WE USE COOKIES?

We use cookies to analyze website traffic and enhance your browsing experience. If you accept
our use of cookies, your data will be aggregated with other user data.

10. THIRD-PARTY SITES

This Policy does not apply to third-party websites, pages, or applications accessible via our
services. We are not responsible for third-party services.

If you follow such links, please review the third parties’ own privacy policies before submitting
personal information.


https://www.cai.gouv.qc.ca/formulaires-et-lettres-types/pour-les-citoyens/

11. FULLY AUTOMATED DECISIONS

We do not use any technology that makes fully automated decisions based on personal
information.

12. IDENTIFICATION, PROFILING, OR LOCATION TECHNOLOGIES

We do not use any technology that uses personal information for identification, profiling, or
location purposes.

13. DESTRUCTION OF PERSONAL INFORMATION

Personal information is destroyed in accordance with regulations established by the Collége des
médecins du Québec, Québec labor and HR laws, and applicable privacy legislation in Québec.

14. HOW DO WE UPDATE THIS PRIVACY POLICY?

We may modify this Policy from time to time to reflect changes in our business practices or in
the law.

Last updated: November 26, 2023



